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Context Notes and Completion Instructions:
· This is a template for the Service Listing that suppliers will complete and then made available to agencies for secondary procurement
· This template is pre-populated with a set of Requirements issued by DIA, which must not be removed
· The format of the Service Listing may not be changed
· Supporting and additional information can be added in-line or as Appendices
· Following being approved as a member of the Digital Identity Services panel, the service provider will complete its Service Listing with:
· Information from the supplier provided during the online Application Process 
· Additional information provided by the Supplier 
· The completed Service Listing is not published until it has been approved by DIA through its approved Assessment Framework/Process
· The completed Service Listing is only available to eligible government agencies. It is not available to other suppliers or the public.
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[Words in blue font are guidance notes for suppliers completing this template, and should be deleted prior to publication]
Service Definition
Digital Identity Services can include managed services, software, and hardware that that support the delivery of digital identity solutions under the Digital Identity Services Trust Framework Act 2023.
Digital Identity Services enable secure and trusted digital interactions by:
· Verifying a user’s access to services (Authentication Services)
· Linking information to the correct individuals and organisations (Binding Services)
· Providing or validating accurate personal and organisational information (Information Services)
· Supporting the verification of digital credentials (Verification Support Services)
What’s not included:
· Credential Services: Agencies must use the All-of-Government Issuance Platform. 
· Facilitation Services: Agencies must use the digital wallet provided in the Govt.nz app. 
· Independent Evaluation Services: Agencies should consult the list of Independent Evaluators on the DIA website to engage independent evaluation of privacy, security and identification management for accreditation purposes.
This Service Listing:
	Service Name:
	

	Service Type:
	Authentication Service | Binding Service | Information Service | Verification Support Service

	Supplier:
	

	Supplier Address:
	


Service Contact Details [include generic contact details in case the nominated person becomes out of date]
	Contact Name:
	

	Contact Number:
	

	Contact Email:
	





This version of this Service Listing:
	Version 
	Date
	

	0.1
	
	First Draft created by [supplier name]
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[bookmark: _Toc214566817]Service Summary
There are currently four services in the Digital Identity Marketplace Channel:
[Delete the Service/s that do not apply to your Service Listing]
Verification Support Services provide tools, processes, or complete solutions that verify the authenticity or validity of digital credentials. These services can operate as full end-to-end verification offerings or as components that integrate with other verification processes, and they are not required to be accredited.
Information Services Access accurate, verified personal or organisational information with confidence. These services either provide authoritative data or validate data from other sources to ensure it is reliable.
Authentication Services Enable secure access to digital services.  These services provide trusted login solutions and verification checks that reduce fraud and unauthorised access.
Binding Services Ensure personal or organisational information is correctly linked to the right individual or entity. These services provide trusted verification checks, and integration workflows that reduce fraud and misattribution.
[Some of following sections can be populated from the application form, and updated here as required]
[bookmark: _Toc214566818]Business Requirements
[bookmark: _Toc214566819]Business Capabilities for all listed services
	Full Service Capability

	Service provides end-to-end service coverage (implementation + ongoing support)

	Ongoing support for life of agreement
	Service can provide service is able to provide support for the full duration of any contract. 


	NZ Business hours coverage
	The service includes support staff available during New Zealand business hours for support or to attend meetings if required.


[bookmark: _Toc214566820]Overall Service information
	Overall service description
	Provide a high-level overview of your overall end to end service, include any outputs produced and any software or products used.

	Trust Framework Rules
	Confirm you have read and accepted the service aligns with the current Trust Framework Rules.

	Trust Framework Security Evaluation
	Confirm if you have already completed the Trust Framework Security Evaluation Template or plan to complete template when required.
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[bookmark: _Toc214566821]Service Specific Information
[Delete the Service/s that do not apply to your Service Listing]
[bookmark: _Toc214566822]Verification Support 
	Verification Support Service Name
	Provide the full name for the Verification Support service.

	Verification Support Service Description  
	Please describe the specific parts of your service that deliver Verification Support Services, go into detail about the outputs and products specific to these services.

	Associated Documentation
	Provide the name of the supporting documentation.


[bookmark: _Toc214566823]Information Service 
	Information Service Name
	Provide the full name for the Information service.

	Information Service Description  
	Please describe the specific parts of your service that deliver Information services, go into detail about the outputs and products specific to these services.

	Information Service granted Trust Framework Accreditation
	Yes | In Progress | No
Please confirm the product or service has been accredited by the Trust Framework Authority.

	Trust Framework Provider ID for the Information Service
	Provide the number assigned to you during your accreditation process with the Trust Framework Authority
[Delete this field if not applicable]

	URL to your TFA Trust Register Information Service listing
	Please provide the URL / direct link to your listing in the TFA Trust Register
[Delete this field if not applicable]

	Associated Documentation
	Provide the name of the supporting documentation.


[bookmark: _Toc214566824]Authentication Service 
	Authentication Service Name
	Provide the full name for the Authentication service.

	Authentication Service Description  
	Please describe the specific parts of your service that deliver Authentication services, go into detail about the outputs and products specific to these services.

	Authentication Service granted Trust Framework Accreditation
	Yes | In Progress | No
Please confirm the product or service has been accredited by the Trust Framework Authority.

	Trust Framework Provider ID for the Authentication Service
	Provide the number assigned to you during your accreditation process with the Trust Framework Authority
[Delete this field if not applicable]

	URL to your TFA Trust Register Authentication Service listing
	Please provide the URL / direct link to your listing in the TFA Trust Register.
[Delete this field if not applicable]

	Associated Documentation
	Provide the name of the supporting documentation.


[bookmark: _Toc214566825]Binding Service 
	Binding Service Name
	Provide the full name for the Binding service.

	Binding Service Description  
	Please describe the specific parts of your service that deliver Binding services, go into detail about the outputs and products specific to these services.

	Binding Service granted Trust Framework Accreditation
	Yes | In Progress | No
Please confirm the product or service has been accredited by the Trust Framework Authority.

	Trust Framework Provider ID for the Binding Service
	Provide the number assigned to you during your accreditation process with the Trust Framework Authority
[Delete this field if not applicable]

	URL to your TFA Trust Register Binding Service listing
	Please provide the URL / direct link to your listing in the TFA Trust Register.
[Delete this field if not applicable]

	Associated Documentation
	Provide the name of the supporting documentation.


[bookmark: _Toc214566826]Software Non-Functional Details
[bookmark: _Toc214566827]General
	Upgrades 
	Describe your change and release frequency and process. i.e. what type of changes and when can agencies expect change 

	Access to Database 




	Describe how access to the payroll and/or payroll related Software is provided, including descriptions of suitable levels of access as they relate to potential agency’s needs, e.g. role based etc 

	Access Protocols 
	Describe all access protocols your software supports 

	Access Control 
	Describe Access control, the enforcement of defined access rights and permissions for individual users, groups and roles to information assets, within the Software. 

	Archiving 
	Describe archiving and retrieval processes of your solution. 

	Version Control 
	Describe your software and data management version controls. 

	Software Auditability 
	Describe the tracking and reporting of transactions that occur within the Software. 

	Search 
	Describe your solutions search capability, e.g. by name (surname/first name), employee number or other search capability 

	Browser versions 
	Please list all browser versions your software supports 


[bookmark: _Toc214566828]Support Services
Support Accessible by (tick all that apply):
☐	Email
☐	Portal
☐	Phone
☐	Online chat
☐	Social media
☐	Self-service help requests
☐	End-user knowledge base

Location of Support (tick all that apply):
☐ New Zealand (on customer premises)
☐ New Zealand (on supplier premises)

	☐  Outside New Zealand
	Please specify the name of the country/region

	Details of Support
	Please describe your overall support arrangements




[bookmark: _Toc214566829]Security 
[bookmark: _Toc193872750][bookmark: _Toc214566830]Tier 1 Security Assurance Terms 
	Teir 1 Security Assurance Terms 
	 ☐	 Confirm you have read and accepted the Tier 1 Security Assurance Terms.

	Agency use of service
	☐	 Confirm you will contact Marketplace when an Agency has started to use this service within 30 days.


[bookmark: _Toc214566831]Cloud Risk Assessment
☐	Provide a copy of your GCIO-105 Security Assessment as completed during the application process. If any of the software or services contain any functions stored or operated from cloud infrastructure (i.e. not on agency premises) please upload a completed GCIO-105 for each service included in this application.  
[You may copy the security responses in the application process, together with any updated information]
	Cloud Assessment 
	 ☐	 Confirm you will supply an updated GCIO-105 form on request by an agency.


[bookmark: _Toc214566832]Security Requirements
	Confirmation of Third-Party Support
	☐	 Confirm if you use any Third-Party in the provision of the services you will provide to NZ Government.

	 Due Diligence 
 
	☐	 Confirm you will supply any due diligence policy and process for your third-party providers and their supply chain.

	Third Party Information
	Please provide full information for each third-party support provider including:

· Company Name or Trading Name
· What services the Third-Party provide
· Where the Third Party is located when providing their service
· What access the third party has to client data stored, processed and transmitted by the cloud service


	Service Hosting Location
	Please provide information of where your service(s) are hosted from

	Management of service(s) location
	Please provide information of where your service(s) are managed from

	Remote staff
	If you have any remote working staff or support in the provision of the services, you will provide to NZ Government please provide the following:
· Where are the remote staff located that support your service?
· What tasks or services do the remote staff carry out to support your service?
· What NZ Government information or data do the remote staff have access to carry out support for your service?

	 Legal Jurisdiction(s) 
	If the services being applied for include the processing, transmission, or storage of Citizen &/or Agency data, please confirm in which legal jurisdiction(s) this will occur 
Provide further details 

	Foreign Laws
 
	For the services being applied for, does it include the processing, transmission, or storage of official NZ Government information which includes Agency data or Citizen data or both outside of New Zealand?
Provide further details  

	Encryption standards 
 
	Please confirm that the encryption protocols and algorithms used when processing, transmitting, or storing official NZ Government information which includes Agency data/ data, for any of the services (or service variants) being applied for, comply with guidelines provided in the NZISM (https://www.nzism.gcsb.govt.nz/). 
 Provide further details  

	APIs
 
	Please confirm that all relevant system/service Application Programming Interfaces (APIs) and mechanisms for bulk data transfers including using physical storage media have processes and technology to guarantee the confidentiality and integrity of the information and undergo regular security reviews. 
Provide further details or comments on the supporting processes and or technology.

	Non-standard APIs
	Please advise what processes and/or technology does not have processes and technology to guarantee the confidentiality and integrity of the information or undergo regular security reviews.
Please provide further details

	Identity Management confirmation
 
	Please confirm that personnel access to the services being applied for is covered by your own robust identity management and protection processes. And that these are applied and managed to ensure privacy and security of Citizen &/or Agency data. 
(NOTE: Public cloud provider identity management and protection processes alone may not be sufficient).
Please provide more information of your identity management and protection processes.

	Passwords 
	Please confirm all relevant system/service access passwords enforce complexity in compliance with the guidelines provided in the NZISM and that multi-factor authentication is used for access (as a minimum) by system/service administrators. 

For example, refer to the current version NZISM for access control and passwords.
URL: https://www.nzism.gcsb.govt.nz/
Please provide further details or comment.

	Non-compliant Identity Management
	Please provide further details of any non-compliance and why

	Ownership of Data 
 
	Please confirm that your organisation has internal policies and processes to ensure that customers retain ownership of their data, including personal information, stored and processed by your services, and that this data is not used for any other purpose than delivering the services which are offered via the Marketplace.
Please provide further details or comment and links to any supporting documentation.

	Security Awareness Training
 
	Please confirm you have a formal staff security awareness training policy which includes aspects related to privacy, information management, confidentiality and prevention of financial fraud.
Please provide further details or comment and links to any supporting documentation.

	Security assurance Framework Confirmation
 
	Please confirm security assurance frameworks are followed (e.g. OWASP, NZISM, PSR). 
Please provide further information about the security assurance frameworks you follow or why you are not able to confirm.

	Security Breach/Incidents Notifications
 
	Please confirm incident response and customer notification processes are in place for handling breaches of security including but not limited to; unauthorised access to systems/services or data; unauthorised physical or remote access; or exposure of customer data and any impact to the integrity or availability of customer data.
Please confirm Security Breach and Incident response notification processes are in place.

	Confirm regular testing
	☐	 Confirm if Security Breach and Incident response notification processes are regularly tested.

	Security Breach / Incident Method
	Provide a short statement on your method of how impacted agencies or individuals are notified for a security breach.

	International Standards
 
	Please confirm that the proposed Service(s) comply with any of the following international standards: ISO/IEC 27001, ISAE 3402 SOC 2, IRAP or other comparable industry recognised security standard. Also provide any documentation related to any other standards that may apply (e.g. PCI-DSS for solutions that process credit card payment data).
Provide further details.

	Security Audit Reports 
	For all the services being applied for, please provide copies of any recent external and/or internal audit reports covering the implementation and management of security measures, designed to protect the service and the data held within it.  
(NOTE: These reports may be shared with Agency CISOs prior to any secondary procurement activity) 

	Business Continuity and Disaster Recovery
	Please confirm that the proposed Service(s) include comprehensive and up to date ‘business continuity’ and ‘disaster recovery’ plans which are regularly tested, and that these also provide for recovery of any Agency data. 
Provide further detail.

	Secure Disposal / Destruction
	Please confirm that defined processes are in place and managed for secure disposal or destruction of any ICT equipment and storage media that contains Agency data relevant to the proposed Service(s); if applicable. 
Provide further detail.

	Regular Security Updates
	Please confirm your software and hardware receives regular security updates and patches without requiring any additional costs for download, deployment or activation and that the updates and patches are validated that they have been successfully applied.
Provide further detail.

	Notification of Security Vulnerability
	Please confirm your organisation has processes in place to notify your customers of any known software defect or security vulnerability that is present in your software.
Provide further detail.

	Quality Assurance
	Please confirm your organisation has implemented quality assurance to minimise software defects and security vulnerabilities from being present in your software.
Please provide further detail and describe any other standards of compliance followed.

	Security Testing
	Please confirm your organisation authorise its customers to perform security technical testing of the software they purchase from you, and that you have processes to support reporting of software defects and security vulnerabilities as well as timely response. (i.e. responsible disclosure policy).  Please advise:
· What testing can be performed
· Please describe how customers can report a security vulnerability in your service
· Please explain how assurance is provided


Hardware Security
Remove this section if there are no Hardware components for your service
	Describe the supply chain management for device(s) used for the service
	

	What manufacturing controls and chain-of-custody measures (secure provisioning, serialisation) are used. 
 
	

	How are the components sourced and vetted to mitigate counterfeit risks and what countries.
	




[bookmark: _Toc214566833]Software / Service Pricing Model
	Standard Rate Card
	Please provide your standard rate card if applicable 

	Describe the pricing models available for your software.
	Describe the different ways in which the software and associated services can be purchased e.g.
· modular pricing, 
· transaction based pricing (e.g. per payslip
· monthly/annual fees and the basis of the fee (e.g. no. of employees)
Include:
· support pricing
· cost of upgrades



[bookmark: _Toc214566834]
Appendices 
[add as required]




Digital Identity - Service – name of supplier	Page 1 of 1
image1.jpg




